UEFABE H W iB) L

— ZERN P KUEFHE W

1. Q: Z&Kd, MIGEREERE, mRs?
A IR B R, R SO R S 17
A Apache WC & SCAF 9%, Bl &S HIER S AT
YNERE LR
SSLCertificateFile /etc/httpd/conf.d/server. crt
BRI ST
SSLCertificateKeyFile /etc/httpd/conf. d/server. key
#HIE 8 SO (1 DigiCertCA. crt)
SSLCertificateChainFile /etc/httpd/conf.d /CA.crt

PA Nginx Bc BB, e E SO rPAaE 51 FHan T
YNTERE LS

ssl certificate /etc/nginx/domain. com. pem;

BRI ST

ssl_certificate key /etc/nginx/domain. com. key;

# UEHEESCH:, CAcrt RHERES, — BT E48 .

ssl trusted certificate /etc/nginx/CA.crt;

2« Q: B&EMWE, HBUER SSLV2. SSLV3. TLSv1 MU SHMBEA %4,
B ?

A: Apache. Tomcat. Nginx fEEQHCLE XM F protocol FEMHML, Z/D
iR TLSv1. 1 e LA B9 TTS A 4s A B9 Bl R AE T MR s n /A8 24

3. Q: Z&ERWF, HALREEMFMERIRRE, WMiE?



A: AT XSS HERE 1) % 2B, BUZ75 https://ssl-config.mozilla.org/
Fp) 2 4 A

4, Q: ZARNH HIPEIE HTTP MM LR % E Strict-Transport-Security
A: FEAHSIE 140 www. domain. com ff] server ERINAN LN S%:
nginx ML & WS4
server {
listen 443 ssl
listen [::]:443 ssl

server name www. domain. com;

# HSTS (ngx http headers module is required) (63072000 seconds)

add_header Strict-Transport—Security “max-age=63072000" always;

Apache FIEE U NS4
{VirtualHost default :443>
DocumentRoot ”/var/www/html”

ServerName www. domain. com:443

<{/VirtualHost>

5. ZAak il H IR IE K AL B Ik
D\ Q: &l IR HTTP i sk AR & X-XSS-Protection
Q: 224K b BRI HTTP i Sk A ¥ B X-Frame-Options
Q: 2R YRR HTTP i 3 Sk K % B X-Content-Type—Options



Nginx: Zmf%H /etc/naginx/nginx. conf SCHEFE http BN LL NS4

http {

add_header X-XSS-Protection “1; mode=block”;
add_header X-Frame-Options ”“SAMEORIGIN”;

add_header X-Content-Type—-Options: nosniff;

Apache:
B httpd. conf %% /etc/httpd/conf. modules. d/00-base. conf CAHF,
WfRJH 7 mod_headers. so. PA FATHUEIEREFTS"#",

LoadModule headers_module modules/mod_headers. so

B httpd. conf TESCHERERMUL T S4:

{IfModule mod_headers. c>
Header set X-XSS—-Protection “1; mode=block”
Header always append X-Frame—Options SAMEORIGIN
Header set X-Content-Type-Options nosniff
</IfModule>

2)v Q: ZE 1IN WEB R 55 dshiuAs
A:
Nginx:Zm%s /etc/naginx/nginx. conf fE http HUIMALL T4

http {



}
Apache: #i48/etc/httpd/conf/httpd. conf
FESHEARBMALL T S 4L
ServerTokens Prod
. IIS #RE R W16 R
1. Q: IIS fR%B##E SSLUEFS, WACE SERT 9 http BE#% %) https?
A 1. MR¥E ITS fAEAn LT ST
11S6.0 #%4%: C: \Windows\Help\iisHelp\common\403-4. htm
I1S7.0 LAl #%4%: C: \inetpub\custerr\zh-CN\403. htm
ITS k55 anfy URL 5, 7] E#EAE URL EE RIS http B
3| https
2. fRARA TTS B MO 5E K https BhEEII, % LT NE:
FELLF script A 4B #E I & #e (4034 5K 403) SC{F:<body>++++++</body>
A, CRAFEDA]
{script type="text/javascript”>
var url=window. location. href;
if (url. indexOf ("https”)<0) {
url=url. replace ("http:”, “https:”);
window. location. replace (url) ;
}
{/script>
HRE: 11S6 A, ulb @ - H 22 A -) g Hh 4t 225k 22 4 i@ 18 (SSL) 7
n)ige FRIAT, T1S7. 8 A1, SSL #E-) 7 ER SSL” a1k Riw] .
2, Q: WMRAEIISFERE cer iET, #Rp “WREHFIEHHRSHALF
—87, BAIR?
A: HIZLFA pfx #UED
pem UE P4 pfx IEFifir £
openssl pkcsl2 —export —out server.pfx —inkey server.key —in

server. pem



3~

Q: IIS. IIS7T AX KL uhH#RE HITPS BASF?
A: B PP R TT SR

1. 20T 5] Windows2012+11S8 fil ¥ .

2. f#FH Nginx S IAQERMR DR

=. Apache FFEUETHHE W A&

1.

Q: Windows F Apache BRINZIEAR S mod_ssl. so BEdR, T Abs?

A: http://www. openssl. org/

TRYE R Guike 1% 32 frmlias 64 ALARA N3 2%

BN EAR B : OpenSSL_HOME {fi: C: \Program Files\OpenSSL-Win64
£ path AR BRR G %0penSSL_HOME%

it 2 B 55 A AR

PU. Tomcat #FEULFHH A&

1.

2+

Q: anfr A4 CSR SCARI A2 By JKS SCAF 3RV key STA4?

A: ZHEAWNML, Hpsofb 4, S sE b Dl B e

1. ks XA ERAIABE IR 2, 3L OpenSSL ¥ jks STAFHEHLRL
pfx A% 205 F AT IR AL

PATU T fir & H server. jks SCAFFEHRAL server. pfx SCIF:

keytool -v —importkeystore -srckeystore server. jks —srcstoretype
jks -—srcstorepass jksfilepassword -—destkeystore server.pfx -
deststoretype pkecsl?2

2 PATWI T ar 2 E 7T LUK servers. pfx FIFAEHF H:

OpenSSL pkesl2 —in server. pfx —nocerts —nodes —out server. key

Q: Tomcat EFPER jks M IE-HufMi#?

A: 1. Pem S FUEP 44 prx b <, b BN, HI0E R E K%
openssl pkesl2 -—export -out server.pfx -—inkey server.key -—in
server. pem

2+ pfx UGN jks SCIFAR 2

keytool —importkeystore -—srckeystore server.pfx -—destkeystore

server. jks —srcstoretype PKCS12 —deststoretype JKS



S B W NAE T RS
Fi IEFEEE R IS
1. Q: EPCEHE, 443WmOCITIF, https VFEIEBAIAER, A?
A 1. KERS 4R Bk b 443 i LR RH C T ITS
2 B ARAS A I 443 wity TR 5B L Ad R AR T 4
2. Q: WEFCHHE, 43mOBEITH, BRBELH, WU https WHTIAE
B, A
A: R A R B T AEIIEAAE D G RS ARG, BB E 2
BHiR (—HRAAEZA tomcat HWLF, MELEEFAHMN tomeat F{HZ
tomcat & IEHIBITRE).
3+ Q: MEFHZF/EHAM https VjRIER, MW https FoikiiE ?
A: BRI T &2 2 MG, MM g, 7575 M & FE
B WSt AT X6 L FRAE 1S
4. Q: EFHEHEF, ERMIEIERRBURNEAR BRI R ?
A: TETAURHUAIME EL, A A R4S H O # o B T 5 R
5 Q: EHCHE, EAMUERLNERAZE?
A AFENEAE LA RN A, AREZER “Az4e”, B
T2 A /N A AT RS, T

x_

“ c @ & hty

Hello World
s, BEEERRITUES “BARYT7,
MR HE s AR ) @ BAR M, Tk
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General Permissions  Security
Website Identity
Website:
Owner: This website does not supply ownership information.
Verified by:  Not specified Yiew Certificate
Privacy & History

Have | visited this website prior to today? No
No

Is this website storing inf ion on my Clear Cookies and Site Data

=

Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Broken Encryption (TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA, 256 bit keys, TLS 1.0)

Your connection to this website uses weak encryption and is not private. Other people can view
your information or modify the website’s behavior.

Infon‘mlion sent over the Internet without encryption can be seen by other people while it is in
transit.

Help

l
6. Q: JEM¥5 http YiRIEH, {H https JoikviA?
A: BERZ UL Windows  XP #AE AR 48, (M 1B B IE NAZN aas (-
360 WIVEAR), FVMRIRIT A M.
1. FHAE RS0
2. FHEHA Chrome (NI YIES) BY Firefox CARINMIBIER)



