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Jo F 2 BAX 8 B I 2 & 7 3 AR 4 (Firefox 27 / Chrome 30 ¢ ), | F 3 X Bt & (Modern
compatibility). % JU{# F # (8] L E (Intermediate compatibility). X % & 3 % # By %, 25 & F 9
(4 Windows XP IE6) 17 [&] B, A @Uﬂ IH# (Old backward compatibility) [z & 2B & .

|H MR A #9 OpenSSL ] fE L& & B T # Wy B £ 7 %, &HTH AES-GCM #1— £ ECDHE #
Ubuntu 5% RHEL (CentOS) Pﬁ%é’ﬂk%;ﬁc OpenSSL A& F & A 7, W& OpenSSL KA
H, W& azhEFFFNEE, ik OpenSSL £ T X HH B E L, 4 [FEF T ENTL
E, HR#E A (Modern compatibility):

MHFLAFEREREZUENRS, FEHEHSHNLEERBEES R NT ot KRES
Windows 7, Edge, Opera 17, Safari 9, Android 5.0 2 Java 8 _E &4 Firefox 27, Chrome 30, IE
11 &%

SSL MU A& #: TLSvI.2,
¥ i 3 & (Intermediate compatibility):

HTAFESIHREF mi 20 RES (£EZ WinXP), [E7F BZ L R4 K &5 F i,
#PYFER W E. ©5 Firefox 1, Chrome 1, IE7, Opera5 f7 Safari 1 3%,
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HE W EA TS RS #

SSL # R A% #: TLSv1.2, TLSvl.l, TLSvl,
[H# 1 e F A (Old backward compatibility):

T LLE AR R B P s — R A, 40 Windows XP / 1E6,

WA #E#E: TLSv1.2, TLSvl.l, TLSvl, SSLv3.

N BASZHEPF

(—) £ A OpenSSL T E 4 & CSR X

SSL

£ P #) WEB M 44 £, $#UATH T 44 (GE R AL 3 openssD:

openssl req -new -nodes -sha256 -newkey rsa:2048 -keyout myprivate.key -out mydomain.csr

-new 1§ & 4 ik —M#THY CSR

-nodes 38 & FA 4 SCH A5 Jm 25

-sha256 45 < & & %

-keyout 4 % fh 4

-newkey rsa:2048 5 € A KA fu K E
-out i 4 4 & CSR X mydomain.csr

FEMANNERRHALT:

FB It B ANl

Country Name ISO BER K& (HALFH) CN

State or Province Name B4 1 Beijing

Locality Name BT 72 38, T Beijing
Organization Name 8] 4 R Cernet, Inc.
Organizational Unit Name 174 R IT Dept.

Common Name B iEIE R 4 www.example.com
Email Address TFERN

A challenge password TFERN

TRAATRTHMANSE, &% 45 X T & & myprivate.key (FA% X)) 0

mydomain.csr (CSR, F &K ) B,
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fé’“ %
000. N =
CERNET ZEMBAL LT LEPME T E
E%$ﬁ-
. CSRINEHARKEATHER, BEREZ 2048 fr, F4AKA LM A RSA,
2, WRHFEFIEF R LB ALRERR T4, & “Common Name” FHERFEZMA—

4 B ] (G B F 38 4 FT LlRr A “*.example.com” ),

(=) #F DNS TXT F R BEE 4 V3 B

. RARWEGE CA T BIREUE A VT B A DNS TXT 1o BiAL 7 77 & 5
Iji

F&ERP: SImmn8l4v400z58cxrv8xnv8vkedmdz7

2. BERWEERIEFAERES P

3. AP EBREHBMERR R 8 TXT BATiCE, w TEATT;
itk il N | £ # %m ieddh

@ 3600 IN TXT v ] Simmn8l4v400z58cxrv

] —

A, FHIEFRAE “@” Bl AAEN;

B. L& KA N TXT

C. ILFMEHE T FH /AR W E R WKL F44 5

D, REZFFEHEE, B\ 0B

E. TTLEERi\EHE O, #3600 ) (TTL A& &A1, FMEBN, B5KI0FEERH
lB] )

FFP@EmERNECRETK, FARMER CAT B4 BB IEREK;

CA BRiEdE 5, BXEH (AP FIFEWAE OV HEVIEH, ©TFHTARNMR
D,

(=) Apache R % 2 2% H L F

1. %A mod_ssl.so B3k 2 & &%

B AT I apache B & S, #IARZ &% % mod ssl.so 3%, i T apache & /MR A B4 BT B

#E A A, mod_sslso FTEME WA . EALELUTHEAXMH
/etc/httpd/conf/httpd.conf

/etc/httpd/conf.modules.d/00-ssl.conf

47 7 G 3 A A
# wvi /etc/httpd/cont/httpd.conf

F1TT/3#23 T
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# vi /etc/httpd/conf.modules.d/00-ssl.conf

TEAGH THAT, WRAER # EE # Wik,

LoadModule ssl module modules/mod_ssl.so

Include conf.modules.d/*.conf

IncludeOptional conf.d/*.conf

BRI\ B9 apache & 3 & 1~ % 3 mod_ssl.so iy, FEHANTE L yum 7 L3,

#  yuminstall -y mod ssl

% % 5% faletc/httpd/conf.d B F T4 I — ssl.econf X (/etc/httpd/conf/httpd.conf S £
# % Z IncludeOptional conf.d/*.conf 2 # Include conf.d/*.conf , ssl.conf FHZ & 4 4 %),

2. sslLeconf EARE

#vi /etc/httpd/conf.d/ssl.conf

FEREUTUAT
SSLEngine on
SSLProtocol all -SSLv2 -SSLv3
SSLCipherSuite
HIGH:3DES:!aNULL:!MDS:!SEED:!IDEA:!RC4:!eNULL:!NULL:!DH:!EDH:!EXP
:+MEDIUM
SSLHonorCipherOrder on
SSLCertificateFile /etc/httpd/conf.d/server.crt

SSLCertificateKeyFile /etc/httpd/conf.d/server.key

IEB AL E W Jetc/httpd/conf.d, .7 Uik E L &, 1ILHEERERZ,

3. MRAWERTIEH

f& Fl 4 4~ services httpd configtest 2% apachectl configtest ik — T & & & F & 5417,
17 ok

# apachectl configtest
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[root@localhost conf.d]¥ apachectl configtest

Syntax 0K

MR E A FAL, EJE httpd AR 4 2

# service httpd force-reload

cot@localhost ~]¥ service httpd force-reload

ecting to /bin/systemctl force-reload httpd.service

4. 301 EX 1
LR, %407 http 8977 17 4 F € 1= 2| https, 5t % Z & hitp (W B win T4

ST TR

# i /etc/httpd/conf.d/http-vhost.conf

<VirtualHost *:80>
ServerAdmin admin@domain.com
DocumentRoot "/var/www/html"

ServerName  www.domain.com

RewriteEngine on
RewriteCond  %{HTTPS} !=on
RewriteRule  ~(.*) https://%{SERVER NAME}$1 [L,R]

DirectoryIlndex index.htm
ErrorLog "/var/log/httpd/error log"
CustomLog "/var/log/httpd/access_log" combined
<Directory "/var/www/htm]">
Options -Indexes +FollowSymlinks
AllowOverride All
Require all granted

</Directory>

</VirtualHost>
REREXHE, MWAREL S EH, 4B ERE htpd IR & F0E £ K.
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(I9) Tomecat iR % & LK HEIEH

%38 /usr/local/apache-tomcat-7.0.94/conf/server.xml
(/usr/local/apache-tomcat-7.0.94/ % tomcat %3 B &, &# f Lir &L EBEEBZR)

# vi /usr/local/apache-tomcat-7.0.94/conf/server.xml

FALE| T HY A A

<!--
<Connector port="8443"
protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https"
secure="true"

clientAuth="false" sslProtocol="TLS" />

BUNERAS <1 fu > HFBE AT A

<Connector port="443"
protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150"
SSLEnabled="true"
scheme="https"
secure="true"
keystoreFile="/usr/local/apache-tomcat-7.0.94/keystore.jks"
keystorePass="password"
clientAuth="false"
ssIProtocol="TLSv1.2"
ciphers="TLS RSA WITH_ AES 128 GCM_ SHAZ256,
TLS ECDHE RSA WITH AES 128 GCM_SHA256,
TLS RSA WITH _AES 128 CBC _SHA,
TLS ECDHE RSA WITH AES 128 CBC SHA,
TLS RSA WITH_AES 128 CBC SHAZ256,
TLS ECDHE RSA WITH_AES 128 CBC _SHAZ256,
SSL RSA WITH 3DES EDE CBC_SHA,
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TLS ECDHE RSA WITH 3DES EDE CBC SHA"

/>
AL E| T Y
<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />
BB AT A

<l!-- Define an AJP 1.3 Connector on port 8009 -->

<Connector port="8009" protocol="AJP/1.3" redirectPort="443" />

It B«
keystoreFile="/usr/local/apache-tomcat-7.0.94/keystore. jks" = iE 4 X ik B B KL &
keystorePass="password" &1 ¥ 5 Bl F Z 1 AL

MERFE, TFEEHE tomeat k5.
2% A Tomcat fR %
# /usr/local/apache-tomcat-7.0.94/bin/shutdown.sh

Ly

# kill -9 PID
(PID % tomcat #4342 ID 5 ¥ DLA 44:  ps -ef |grep java |grep -v grep # 1%)

J& 7 Tomcat fk %-:
# /usr/local/apache-tomcat-7.0.94/bin/startup.sh

%% Tomcat HEH L IZR T

# tail -f /usr/local/apache-tomcat-7.0.94/logs/cataina.out

Tomcat A %-1F % B o0z 7] DL 3T 3% %5 28 977 9] https://www.domain.com & £|1F & B <80 W o
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BH WA % AIEH RS T %

N BERABAZLEFRFERNE

AR, EPWE—IKEEAL EViIEH,

TP, L, SN, ZBUTEUX—KEHL EVIES.

RFFIRedM —FHE 4, ZWEEX—FKERF OVIEH,
REAS: —KEZELEVIES + —KEBRMF OVIEH,

+. WHERFREMEKRA

R % P 35: HTTPS://SSL.CERNET.COM

BR 7 L

010-62603952 (Al 7 X #) 010-62603854 (iEF & 14)
T B8]

% TAEH 8:30-17:30 (R A Bk A H.1E: 13552939468)
E-mail: ssl@cernet.com

BB P TR KRR RA T A4 4 AT
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