REP/E 2R ETRE (Nginx)

—. Linux &% https BL B

NI

H4:  www.domain.com
BEERSi: Centos7.6 (64 1i1)
Nginx JRA:  1.14.2

1. BEEH nginx &3 ssl

| # nginx -V

LA --with-http_ss|_module bk, 1R A BT E EHi 9 nginx

2\ ?ﬁiﬁ%ﬁﬂq nginx

2.1, R R Nginx k] SCAEERT nginx B B ST

# cp /usr/sbin/nginx /usr/sbin/nginx_S$(date +%F)
# cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf_$(date +%F)

2.2, RIS AR AR A

# wget http://nginx.org/download/nginx-1.14.2.tar.gz


http://[2001:da8:266:f404:f816:3eff:fef2:f4e8]/2019/ssl/support.html

# tar -zxvf nginx-1.14.2.tar.gz
# cdnginx-1.14.2

2.3, iiF nginx JERY

Y PF 2 B R M ngink -V 18 B 9 )\ configure arguments: J5 1 AT B S B o -
--with-http_ssl_module
# ./configure --prefix=/etc/nginx --sbin-path=/usr/sbin/nginx ... --with-http_ssl_module

.Jconfigure --prefix=/etc/nginx --sbin-path=/usr/sbin/nginx
--modules-path=/usr/lib64/nginx/modules --conf-path=/etc/nginx/nginx.conf
--error-log-path=/var/log/nginx/error.log --http-log-path=/var/log/nginx/access.log
--pid-path=/var/run/nginx.pid --lock-path=/var/run/nginx.lock
--http-client-body-temp-path=/var/cache/nginx/client_temp
--http-proxy-temp-path=/var/cache/nginx/proxy_temp
--http-fastcgi-temp-path=/var/cache/nginx/fastcgi_temp
--http-uwsgi-temp-path=/var/cache/nginx/uwsgi_temp
--http-scgi-temp-path=/var/cache/nginx/scgi_temp --user=nginx --group=nginx
--with-compat --with-file-aio --with-threads --with-http_addition_module
--with-http_auth_request_module --with-http_dav_module --with-http_flv_module
--with-http_gunzip_module --with-http_gzip_static_module --with-http_mp4_module
--with-http_random_index_module --with-http_realip_module
--with-http_secure_link_module --with-http_slice_module --with-http_stub_status_module
--with-http_sub_module --with-http_v2_module --with-mail --with-mail_ssl_module
--with-stream --with-stream_realip_module --with-stream_ss|_module
--with-stream_ssl_preread_module --with-cc-opt="-02 -g -pipe -Wall
-Wp,-D_FORTIFY_SOURCE=2 -fexceptions -fstack-protector --param=ssp-buffer-size=4
-m64 -mtune=generic -fPIC' --with-ld-opt="-W|,-z relro -WI,-z,now -pie’
--with-http_ssl_module

WARIAT Jeonfigure IS AR Makefile A RN, AUAT AEAT T — B A4 LAE.

# make
# make install

2.4, Ri%USR2fz5
[n) R R % USR2 155, Nginx 28 81— A master BEFEFN LAESERE, FIIHAR—
L PR sRK

# ps -ef |grep nginx |grep -v grep
root 900 1 0 Mar07 ? 00:00:00 nginx: master process /usr/sbin/nginx
nginx 28475 900 0 11:32 ? 00:00:00 nginx: worker process

# kill -USR2 900
2.5, Kik WITCH{ES

MR Ngink FEHERERIE WITCH (55, BRBPRAM T IO LIRS (EEREARLD , X
IS P A 1 SR A2 BT Nginx S



# kill -WITCH 900

2.6, RIZEHUPES
IR FF AR AR, Al R Ngink EFFRRIE HUP B5, Ea®EiEs) TR, 1)
{F A IHARBEC B SO o 2805 T LUK HT AR Nginx HERE R 4T

#kill -HUP 900
VE: MDA o B RIR I 54 AT

2.7 FH5ERE

WIRATERIR, 7L IR Ngink ERERSE ((F/H QUIT. TERM. 803 KILL , R IETHH
FHF https TAESERL

#kill -9.900

2.8 MR nginx &7 T ssl
# nginx -V

AR B A --with-http_ssl_module i3 WIERATERI ngink CFFssl T, iR E A IEHEE G
P PEHAT L LB IR

AEUET B fete/nginx B3R, WATBUREHME R T,

3.1, %ifE Nginx H 3% FHI nginx.conf Bt & XA, EALLL FACRLEL:

#vi Jetc/nginx/nginx.conf




e UL BT BUE ey

listen 443 ssl default_server;

listen [::]:443 ssl default_server;

# www.domain.com & AR I8 44
server_name www.domain.com;
ssl on;

#domain.com.crt A1 domain.com.key ¥ # URAGIEFS, 0 SR HCE A R O G 24
# domain.com.crt 2 I} 4% BHIE 45 K A IWAIE - i1 IF R A

ssl_certificate /etc/nginx/domain.com.crt;
ssl_certificate_key /etc/nginx/domain.com.key;

# CAcrt & TAIETS, —RAEMT L4584 .
ssl_trusted_certificate /etc/nginx/CA.crt;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

ssl_ciphers EECDH+AESGCM:EDH+AESGCM;

ssl_protocols TLSv1.2;
ssl_prefer_server_ciphers on;

HE¥E [c1]: domain.com.crt & SR ISR HIFTHH
A ert T, FERET KA A TEE GBI RS FET A
W, FRAZET.

[etc/nginx SEBERINBIBCE SO H 3%, AR T REA .
SERLARY nginx fiC B ST H 3%

# ps-ef |grep nginx |grep -v grep
root 17485 1 0 20187
/etc/nginx/nginx.conf

nginx 28347 17485 0 20187
HEN nginx.conf FT7E H R A]

00:00:54 nginx: worker process

3.2, MR nginx FC B /&5 IEH
# nginx -t

00:00:00 nginx: master process /usr/sbin/nginx -c



WERA R, AR RAT R AU S A2 25U AR SN B A

4, Nginx 4% REH TR SEIRMER I IE

—-7EHC B (5 K. Jconfigure --prefix=/etc/nginx [, HBUAEIR:

| /configure: error: the HTTP rewrite module requires the PCRE library.

R 9% 2% pere

| # yum -y install pcre pcre-devel

R/ ssl FRiR, RIS BAR:

./configure: error: the HTTP cache module requires md5 functions

from OpenSSL library.  You can either disable the module by using
--without-http-cache option, or install the OpenSSL library into the system,
or build the OpenSSL library statically from the source with nginx by using

--with-http_ssl_module --with-openssl=<path> options.

R TT % 2% openssl

| # yum -y install openssl openssl-devel

-~ D PSS, HHRE R

| ./configure: error: C compiler cc is not found

fRRTT I 3 gec-ct+

| # yum -y install gcc-c++ autoconf automake

--autoconf f& FI BN E, automake f2& F 5% i
b zlib B, RSB

./configure: error: the HTTP gzip module requires the zlib library.
You can either disable the module by using —without-http_gzip_module
option, or install the zlib library into the system, or build the zlib

Library statically from the source with nginx by using —with-zlib=<path> option.

R T 223 2lib

| # yum install -y zlib-devel

—-HfSE libxml2, HR(E2WF:



./configure: error: the HTTP XSLT module requires the libxmlI2/libxslt
libraries. You can either do not enable the module or install the libraries.

FERTT

# yum -y install libxml2 libxml2-dev

# yum -y install libxslt-devel

--http_image_filter_module & nginx #2AEAEE R A AL PRI SR, F53E gd-devel IS HE, 4R
FRWT:

./configure: error: the HTTP image filter module requires the GD library.
You can either do not enable the module or install the libraries.

R TT

| # yum -y install gd-devel

-/ ExtUtils, 5iIREREF:

| ./configure: error: perl module ExtUtils::Embed is required

R TT i

| # yum -y install perl-devel perl-ExtUtils-Embed

/b GeolP, fiR{EEUIF:

./configure: error: the GeolP module requires the GeolP library.

You can either do not enable the module or install the library.

FERTT

| # yum -y install GeolP GeolP-devel GeolP-data

5. S&fH HTTP Bk%: HTTPS

N TR P BRI )1 HTTP 383K H 3Bk 9 HTTPS 153K, 4T nginx.conf FC & SCHF, #RiN

rewrite A(.*)S  https://ShostS1 permanent;

| #vi /etc/nginx/nginx.conf




server {
listen 80 default_server;
listen [::]:80 default_server;
# ¥ www.domain.com ##H AR
server_name www.domain.com;
rewrite A(.*)$  https://Shost$1 permanent;
}

R nginx PR B RS EH, WRIEFHER nginx Ik

# nginx -t
# nginx -s reload

.+ Windows £ % https ic B

N RLR

4 :  www.domain.com

BIERS:  Windows server 2008 (64 fi7)
Nginx JRAS:  1.14.2

1, &% OpenSSL

M http://slproweb.com/products/Win320penSSL.html %, OpenSSL %% (HRIEH:AF RS ikF
32 s 64 PLRATEHD .

R 2 3EAE C:\OpenSSL-Win64 HFE T

MBI AR . /£ RGBSR TR AR
TP TR --> 2 G --> i P> IR AL B (N)--> RSB (S)-->HTE (w)...

AFE 4% . OPENSSL_HOME
AFE{l: C:\OpenSSL-Win64\bin
(A5 EAE A OPENSSL %3507 B N Y bin H 3




HEEE [x]

AR =]
TEEN): |OPENSSL_HOME |
o |c:\0penSSL-win54\bin| |

EEER(S)
=82 I} ~
ComSpec CHWindowssystem3Zicmd.exe =

FP_NO_HOST_CH... NO

MNUMEBER_OF PR.. &

OPENSSL_HOME  CAOpenSSL-WinGdibin

0% Windows NT h

s || mmo. || meo

T T T B T AT AT

JETE Path w45 BIRIN—%%:  ;%OPENSSL_HOME%
(%ETH ; =)

Tigss [x]
wERsER ]
TEEN): ‘Path |
TEE: ‘duwsPuwarShe”\M .0\;%OPENSSL_HOME94|
FHEER(S)
s =3 L 2

NUMBER_OF PR... 8
OPENSSLHOME  CAOpenSSL-Winb4\bin:

03 Windows_MT
Path Ca\Program Files (xG6Common FilesiNu.
PATHFXT OO PR - AT CAAD AR SR (G I8F Y

320N || RED. H ML




2, BLE https

R nginx B %3 T C\ngink T,  LAEHCREHIERRZEH R T IHESE — M miEas
(4N Sublime Text 2 2%) T IFiX4 nginx.conf 3 (f£ C:\nginx\conf H3ETF) , EHiLA
AR L -

listen 443 ssl default_server;
listen [::]:443 ssl default_server;




# www.domain.com ## NIRRT
server_name www.domain.com;

ssl on;

#domain.com.crt Al domain.com.key B R URAGIEFS, 0 SR HCE A A1 O N AE 24
# domain.com.crt J& I} 55 4$IF $3 2% i [FTF $3 118 I i A

ssl_certificate C://nginx//domain.com.crt;

ssl_certificate_key C://nginx//domain.com.key;

# CA.crt &P IEHIEFS, —MAF T EgE k.
ssl_trusted_certificate C://nginx//CA.crt;

ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

ssl_ciphers EECDH+AESGCM:EDH+AESGCM ;
ssl_protocols TLSv1.2;
ssl_prefer_server_ciphers on;

it [c2]: domain.com.crt &SRR FEHADHFTHH
A crt T, FEREF K A A e B E GBI RS FER A
W7, FRIAZELT.

PRAFBC B A

3v MK nginx BEERBIER

# cd C:\nginx
# nginx.exe -t

C:sJod nginx

C:~nginx>nginx.exe —t

nginx: the configuration file C:“nginx-/conf nginx.conf syntax is ok

nginx: configuration file C:“nginx-conf nginx.conf test is successful

DR R, AR BHRAT SRR (HORE B ) 8 B5UT k8 I B2 A TR R

4, 3% HTTP Bkt HTTPS

TR P BRI HTTP 1 3R [ BhBk#E S HTTPS 53K, 4% nginx.conf FLE SCHF, ¥R

| rewrite A(.*)$S  https://Shost$1 permanent;




" name

https

server {
listen 80 default_server;
listen [::]:80 default_server;
# ¥ www.domain.com FHNIRINIE4
server_name www.domain.com;
rewrite A(.*)S  https://Shost$1 permanent;

SEBJE MR ngink FOTC B & B A R, WA W BEE S ngink IREEITT .

C:snginx?>nginx —t
nginx: the configuration file C:“nginx/conf/nginx.conf syntax is ok
nginx: configuration file C:“nginx/conf/nginx.conf test is successful

C:wnginx>nginx —z reload

=L Y O A A R R E AR I

TEJA 3l nginx MR, BT RESR R D4 b BE BARE A PR, {H2&V5 https L
T EIVF R AR P, IXHS %, BETE B A — T 443 i 0 R S S NS S H T8
F& nginx A B B E 1 ] 85
1. HHALRS AR &5 H

1.1. Windows ZRZiALERp:

AN fr A

netstat -ano | findstr 443

—RkUL, AR TR AL S RE, RS AT RS — B S T 443 SR PID.

FRFIPID ZJ5, AT fr& s AR e




| taskkill /F /IM PID

(PID A_E3R netstat -ano | findstr 443 $£3#) PID)
1.2, Linux RIAIINE:

AU fr A

| #Isof -i:443

WA R AE 5 RIS, i B5E — AT BOSE =2 T 443 i Y PIDS

B PID ZJE, MR Ar & imm SR e

[#kil-9 PID

(PID Ay Lik# Isof -i:443 # 3| PID)
2. nginx it & A it
IXAN ) 78 B A 230 A4 B LR R B3R A4 VE BAEE 1S, (HE D B S0 443
WONYIEH T, St AEIEIR AR 443 SO, SECEIEBRIRA T https B
HELRE, Xt T B BOE B4 (1 .conf BL B 0 b A5 BT R 443 i (75 2 E S nginx).

Bilhn:

server {
listen 80;
listen [::]:80;
#Listen 443;
#listen [::]:443;
server_name www.domamin.com;

IINNE 20 £ AN )

7] LLEE nginx [BCE H 3% confd (Hl40: /etc/nginx/conf.d) €& 2 AN842 (T B SCAE -1
PRBEFUE S 1384 B B SO PN 8 F 443 b R IT

www.aaa.com.conf
www.bbb.com.conf

www.ccc.com.conf



PL.conf NJE %
FEHR nginx.conf A4 include /etc/nginx/conf.d/*.conf; &4 #IFFEds .



